
             BASIC COMMANDS   OF FIREWALLD ON RHEL 8.4 SERVER  

Firewalld  
firewalld is a firewall management tool for Linux operating systems.A firewall is a way to 
protect machines from any unwanted traffic from outside. It enables users to control 
incoming network traffic on host machines by defining a set of firewall rules.

Installation

#sudo yum install firewalld 

To start firewalld service, run the following command:
#sudo systemctl start firewalld

To enable firewalld service, run the following command:
#sudo systemctl enable firewalld

To stop firewalld service, run the following command:
#sudo systemctl stop firewalld

To get the status of the firewalld service 
#sudo systemctl status firewalld 

To display the firewall settings
 
#firewall-cmd –list-all (use this command as root user)

        The --list-all option shows a complete overview of the firewalld settings



Firewalld Zones

The firewalld daemon manages groups of rules using entities called “zones”.Firewalld can 
be used to separate networks into different zones according to the level of trust that the 
user has decided to place on the interfaces and traffic within that network

You can list all available zones with the following command:

                       #firewall-cmd –get-zones

 To list all the available zones:

          #cd  /usr/lib/firewalld/zones
           #ls zones

 You should see the following output:

Details of each zones given below:

• block : This zone will reject all incoming network connections with an icmp-host-
prohibited message.

•Dmz : This zone publicly-accessible with limited access to your internal network.

•Drop : This zone will drop all incoming network connections and only outgoing 
network connections allowed.

•External : This zone is used for the internal portion of a gateway especially for 
routers.

•Home : This zone is useful for home computers such as laptop and desktop.

•Internal : This zone is used for internal networks when other systems on this 
network are trusted.

•Public : This zone is used in untrusted public areas.

•trusted : This zone is used for dedicated servers connected to WAN.

•       work : This zone is used for work machines where other systems on this   
network are      trusted

   To see detailed information for all zones:

                     # firewall-cmd –list-all-zones

For example:



To see the settings for purticular information such as service or ports use a 
specific option. Get a list of  option using the following command:

                          # firewall-cmd –help

ALLOW PORTS AND SERVICES IN FIREWALLD 

You can allow ports and service in firealld using the following commands:

For example http service ;

#firewall-cmd --zone=public --add-service=http –permanent

#firewall-cmd --zone=public --add-service=https –permanent

To allow ports 21 and 25 in firewalld 

Example for ports;

#firewall-cmd --zone=public --add-port=21/tcp –permanent

#firewall-cmd --zone=public --add-port=25/tcp –permanent



In an emergency situation like system attack, it is possible to disable all 
network traffic using this command:
                # firewall-cmd --panic-on

(IMPORTANT

Enabling panic mode stops all networking traffic. For this reason, it should be used only 
when you have the physical access to the machine or if you are logged in using a serial 
console)

➢ To switch-off the panic mode 
 
       # firewall-cmd –panic-off

➢ To show th status 
  
             #firewall-cmd --query-panic

Controlling traffic with predefined services 

The most straight forward method to control traffic is to add a predefined service to 
firewalld. This opens all necessary ports and modifies other settings according to the service
definition file.
 

➢ To see which services are allowed in the current zone:

           #firewall-cmd - -list-services

➢ List all predefined services:

      #firewall-cmd - -get-services

   



➢ Add a service to the allowed services:
           
                      #firewall-cmd  - - add-service=<servicename>
  

➢    To list all allowed port:
          
                      #firewall-cmd –list-ports

➢ To add a port:
   

                    #firewall-cmd –add-port=(port-number) /(port-type)
    

Adding a port to redirect
Using firewalld, you can set up ports redirection so that any incoming traffic that 
reaches a certain port on your system is delivered to another internal port of your 
choice or to an external port on another machine.

Before you redirect traffic from one port to another port, or another address, you have
to know three things: 

• which port the packets arrive at 
• what protocol is used
• where you want to redirect them.

       
Why do we need port forwarding
    port forwarding is used to keep unwanted traffic off networks.Port forwarding allows 
remote computers (for example, computers on the Internet) to connect to a specific 
computer or service within a private local-area network (LAN).

To redirect a port to another port:

#firewall-cmd –add-forward-port=port=(port-number):proto=tcp|udp|sctp|    
dccp:toport=(port-number)

Redirecting TCP port 80 to port 88 on the same machine

      Redirect the port 80 to port 88 for TCP traffic:
 #firewall-cmd --add-forward-port=port=80:proto=tcp:toport=88
 
Make the new settings persistent:
 #firewall-cmd --runtime-to-permanent
 
Check that the port is redirected:



 #firewall-cmd –list-all

Removing TCP port 80 forwarded to port 88 on the same machine

List redirected ports:

#firewall-cmd –list-forward-ports 
port=80:proto=tcp:toport=88:toaddr=

Remove the redirected port from the firewall:

#firewall-cmd  --remove-forward-port=port=80:proto=tcp:toport=88:toaddr=

Make the new settings persistent:

#firewall-cmd –runtime-to-permanent


	# firewall-cmd –help

